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ABSTRACT

The original objectivef the AES project was create an

AES decryption system for imagdshe end resulthas
exceeded the original objective and the AES group
designed and implemented aRPGAbased higkspeed
128bit AES decryption systemfor FLJA G BA RS2 ¢
of sequentialimages. The images are peacrypted, and

are read as .BMP files from an-&&d.

1. INTRODUCTION

The Advanced Encryption Standard (AES, also known as
Rijndael) [1] is weknown blockcipher algorithm for

Nios I

decrypto

processor

portability and reasonable security. The nature of
encryption lends itself very well to the hardware
capabilities of FPGAShe goal of this projeds to create a
reasonably fast AES decryption implementation. The data
being fed into the decrypter is a&equence of pre-

ea%ygtq_qlﬁgi\t gr@lﬁ:ale Windows Bitmap image

This report is structured as follows: Firshet hardware
design is presentedwhich details all the modules
(decryption, SEzard interface, and the VGA and SRAM
controller) including timing descriptions where
appropriate,followed by the software implementation.

SDRAM
controller

Avalon Bus

VGA controller
SRAM controller

|
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Figurel - The block diagram of the entire system. Tdrayboundary repre

MI

sents the blocks within the FPGA. Arrows show data flow; lines show

hard connections between modules.

2. HARDWARE DESIGN

2.0 Hardware overview

Thereare two main peripherals the VGA monitor and the
SDcard reader. Thesare controlled by the VGA controller

and the SPI controllerespectively. A VGA controller is
needed to maintain the frambéuffer, and to provide

——

displaydata as well as HSYNC, VSYNC, and blanking signals
to the VGA peripheral. An SPI controller is the easiest way
to interface to an Siard since the SPard will not have a
file-system; rather, it will have the encrypted Bitmap
image stored as raw dafatarting from block 0) in an-8it
grayscale format.
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The other (minor)peripherals are the keyboard (to allow
the user to enter a 32 hedigit decryption key) and the
16x2 character LCHisplay that displays the key as the
user enters it, and allows the user to check the key before
encryption begins. The Ndl processor (hereafter Nios)
uses the SIRAM as its operating memoryhe entire
design can be broken up into several modules, listed
below:

1. AES decrypto This module takes in 1a8t
blocks of data, performs AES (AKA Rijndael)
decryption with auserentered 128bit key. The
results of this process are stored in the SRAM.

2. SDecard SPI interfaceThis is needed to reaahd
buffer raw and encryptedimage data from the
MMC/SDcard. It uses the SPI protocol, which is
aserial communication protocol.

3. VGA andSRAM controller The decrypted image,
assumed to be stored in the SRAM at block O, is
used as a frambuffer. The image is then shown
on the VGA monitor. This block communicates
with the off-chip SRAM (512k), which is used to
house the decrypted dat and will act as a
frame bufferfor the VGA controller.

4. Keyboard and LCD modul&@he user enters the
32 hexdigit passphrasevith the keyboard, and
can verify it on the 16x2 character display before
beginning the decryption process.

5. Nios Nios will readhe key entered by the user,
supervise the whole operation (which will be
sequential, and act as the conduit for data
traveling between various blocks

The hardware blocks are described in detail beJowhile
the highlevel code forkeyboard and LCD adkescribed in
the software section, along with the Nios implementation

2.1 AES decrypto

This fancilynamed block performs the most important
operation in the whole project; itaccepts 128hbit data
from Nios decrypts it andhen sends it back tdNios 128
bit decryption needs a 12Bit key and 12&it cipher text
to decrypt, andresults in128bits of decrypted data.

It must be noted here that the source data is encrypted
beforehand (even before it is placed on the SD card)
through a custorrcoded Qprogram that can encrypt and
RSONEBLIG | NBAGNI NE
Appendix A.

2.1.1 Algorithm

The AES decryptiofi] basically traverses the encryption
algorithm in the opposite direction.The basic modules
constituting AE®ecryption are explaineth excruciating
detail below:

AAT S FTAf SaAP nioveduponetdd® INI YQa

——
I

From he block level diagramit can be seen thaAES
decrypto initially performs keyexpansionon the 128bit
key block that creates all intermediate keygwvhich are
generated from the original key during encryption for
every round.

The RTL for key expansion module is below. The generate
roundkey module performs the algorithm thaégerates a
single round key. $tinputis multiplexed between the user
inputted keyand the last round's key. The output is stored
in a register to be used as input during the next iteration
of the algorithm. The expansion keys module is a RAM
which stores the original key and the 10 rounds of
generated keys for use during the decryptalgorithm.

=

—

Write
address

U. eoc
128‘ .~ Round Key
AV 4 A 4

Figure2 - AES key expansion
a) Key Expansion The algorithm for generating the 10
rounds of the round key is as follows: The 4th column
of the 1 key is rotated such that each element is
O2RS Aa

E

It then puts this result through a forwards Sub Box
algorithm which replaces each 8 bits of the matrix

'
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b)

with a corresponding -Bit value from SBox. (See
figure for Inverse SubyBe below)

G
i

To generate the first column of th& key, this result

is XORed with the first column of the-1™ key as well

as a constant (Row constant or Rcon) which is
dependent on i.

01/02|04
Rcon= 00/00|00
00|00(00
00| 00|00

8a
@@:
I I

The second column is generated KPRing the 1st
column of the T key with the second column of the i

1" key.
= [54
& &

This continues iteratively for the other two columns
in order to generate the entiréhikey.

-

Additionally this entire process continues iteratively
for generating all 10 keys. As a final note, all of these
keys are stored statically once they have been
computed initially as thel key generated is required
for the (16i)" round of decryption.

08/10|20|40(80
00|00|00|00|00
00|00|00| 00|00
00|00|00O|0O0|0O

1b|36
00|00
00|00
00|00

88
54
2c
bl

2a
6c
76
05

Inverse Add Round Keyg Performs XORoperation
between the cipher text and intermediatexpanded
key corresponding to that particular iteratiok.g, if
the diagrams on the left represetie cipher and the
key values, the final valudfter it has generatedby
this step is showion the right

DO|C3|E1| B6
14| EE|3F | 63
F3 0c| oc
A8 CB| AB

25
39

——
()]

c)

d)

Inverse Shift Rovg, This step rotats eachf row by i
elements right wise, as shownfine figure.

CA 6D
BD| 57
EA[ES
2E

74|88
L399

4] 2B
N~ [QE

CA 6D
59|BD
74| 2B
78| FB|

74(88
57|73
EA E8
OE| 2E|

Inverse Sub Bytes; This step replaces each entry in
the matrix from the corresponding entry in the
inverse Box2] as shown in figure.

60| 74|88 d0]B3 [CA | 37

3,

BD |57 15 D |pa |aF

74

78

2B |EA|ER [EA] D‘B\ BB | C8
FEB | OE| 2E Cl 63%{3__

e)

CR
| o1 2 3 5 6 7 8 9|a kb c
==l ==l ==l === =
00 |52 09 ga d5 30 3§ a5 38 bf 40 |a3| 9e 81 £3 d7 fh
10 |7o e3 39 B2 Sh ZENIf 57 34 Se |43 44 cd de ef ch
20 |54 Th 94 32 a6 c2 3d ee 4c 95| 0k 42 fa o3 4e
30 |08 Ze al €66 28 d9 ZH bEZ 76 Sb [aZ| 49 od 8b dl Z5
40 |72 f8 f6 ©64 86 68 98 N6 di at |Scjcc S5d 65 he 92
50 |6z 70 468 50 fd ed b9 5e 15 46|57 a7 8d 9d 54
60 |90 dS &b 00 Sc bhe d3 0a\f7 e4 |55/ 05 b3 b3 45 06
70 |d0 2e le 8f ea 3£ 0f 02 X1 af bd 03 01 13 Sa 6b
80 |3a 91 11 41 4f 67 dc ea 9% fZ |cf|ce £f0 b4 ed 73
EU |96 ac 74 22 e ad 35 85 e {9 37|eB 1lc 75 df 6e
a0

|47 £1 1a 71 1d 29 c5 83 6f 62| 0 aa 15 be 1b
b0 |fo 56 3e 4b o6 dZ 79 20 Sa diycO|fe 78 cd Sa £4
0 [1f dd a8 33 88 07 o7 31 bl 12 [0} 59 27 50 ec
d0 |60 51 7f a9 19 b5 4a 0Od 2d e5 |[T&|9f 93 o9 9c ef
el |a0 =0 3b 4d ae Za £5 b0 cd eb bb|3c 83 53 99 61
f0 |17 2b 04 7e ba 77 d6 26 el 69 |14| 63 55 21 Oc 7d

Inverse Mix Column- The Inverse MixColumn§3]
operation performed by the Rijndael cipher, along
with the shiftrows step, is the primary souraz all
the 10 rounds ofdiffusion in Rijndael. Each column is
treated as a polynomial oveBalois Fielc[ZE') andis
then multiplied modulox® + 1 with a fixed inverse
polynomialis ¢*(x) = 13 + 13¢ + X + 14 The
Multiplication is done as shown below.

o 14 11 13 97 [a
- 9 14 11 13| |a

el |13 0 14 11| |a
.

11 13 9 14| |as
As shown irthe block level diagrarbelow, the AES
decryptoinitially performs keyexpansioron the 128
bit key block Thenthe round keysignals the start of
the actual decryption process once the data process
is ready.It starts byexecutng an inverse add round
key between cipher text with the modified key
(generated inthe last iteration of the encryption
process) from key expansion. After this step, the AES
decrypto repeatsthe inverse shiftrow, inverse sub
inverse add round key, and inverse mix colusteps
nine times. At the last iteration, it does an inverse
shift row, inverse sub bytes and inversddaround
key to generate the original data.

5SS
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Figure3 - AES 12&it Decryption Algorithm

2.1.2 Optimized Hardware Design

Consideringhat the SDhcard isthe main source of latency
in reading the blockthe design wasoptimized at four
levels

a) Elimination of inverse shift row by swapping the
respective lines before sending it to inverse sub bytes.

b) Optimization of inverse mix columns to remove
multiplication operations by tming them into shift
operation / comparison operations

c) Elimination of duplicate modules to save FPGA
resources.

d) Sharing oB2-bit input line both for accepting key and
cipher text.

SinceNioshasa 32bit MM Master Port{andthereforecan
transmit up to 32 bits ofdata at a timg, we buffered the
32-bit data into the 128bit bus one by one, &fore we
actually proceed with decryptioriThe 32bit data line is
used as a common bus to accept both the key and the
cipher text. Initially,the key used for encryption is being
sent tothe key expansion module @enerate and store all
intermediate kewvalues required for corresponding
iteration into the keytable. Then, the same 3#t busas
used to send the input cipher text, and uses the
intermediate keys stored in key table to perform its
decryption.The eocénd of computation) signal both from
key expansion and AES Decrypto is multiplexed into the

——
(o))

final eoc indicating which corresponding unit (key
expansion or AES Decrypto) is done with its computation.

Figure4 - AES 12&it Decrypto Datapath

There are various dependencies within this process: each
iteration is dependent upoi K S  LINB @A 2 dza
within a single iteration, the input values for a particular
module deends upon theprevious module the data
being accesseds dependat on the 32-bit chunk from SD
Card Because of these dependenciefgbining either at
the inter-loop or intra-loop level is not advantageous.
After buffering all the datathe plain text is generated
after 10 rounds of decryptianwhere { is sentto Nios
throughthe Avalon bus ir82-bit chunks.

2.1.3 Timing

Sincewe are usinghe Avalonbusto transfer 32-bit data
at a time, iQ take four clock cycles to buffer the input
data. Once alll28bits are buffered, the controller (not
shown inthe data-path) asserts the start signal instructing
the decryptounit to start the computation.

After start is asserted, it takes 1 clock cycle for initial
processing (inv add round key) and 9 clock cycles for
further iterations. After 9+1 = 10 clock cycles, it stores the
plan1286 A G G SEG AyG2 GKS 2 dziLidzi
(end of computation) signal after 1 clock cycle instructing
Nios to accept the data iB2-bit chunks.

These timings are illustratad figuresb and 6

'
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