
CSEE 4840 Project Report ς May 2008 

 

 

  CSEE 
4840  

Shrivathsa Bhargav                                                                          

Larry Chen                                                                                                        

Abhinandan Majumdar                                                                          

Shiva Ramudit 

CSEE 4840 ς Embedded System Design 

Spring 2008, Columbia University 

128-bit AES decryption 



128-bit AES decryption  Project report CSEE 4840, Spring 2008, Columbia University 

 

  

2 

Table of Contents  
ABSTRACT ............................................................................................................................................... 3 

1.    INTRODUCTION ................................................................................................................................. 3 

2.    HARDWARE DESIGN .......................................................................................................................... 3 

2.0   Hardware overview ...................................................................................................................... 3 

2.1    AES decrypto ............................................................................................................................... 4 

2.1.1   Algorithm .............................................................................................................................. 4 

2.1.2   Optimized Hardware Design .................................................................................................. 6 

2.1.3   Timing ................................................................................................................................... 6 

2.2    SD-card SPI interface ................................................................................................................... 7 

2.2.1.   MMC/SD Card Pin Assignments in SPI Mode ......................................................................... 7 

2.2.2.   SPI Commands...................................................................................................................... 7 

2.2.3.   SPI Clock Control .................................................................................................................. 8 

2.2.4.   Mode Selection .................................................................................................................... 8 

2.2.5.   Initialization Sequence.......................................................................................................... 8 

2.2.6.   Data Read ............................................................................................................................. 8 

2.2.7.   Implementation.................................................................................................................... 8 

2.3    VGA and SRAM controller ............................................................................................................ 9 

2.3.1    VGA implementation ............................................................................................................ 9 

2.3.2    SRAM implementation........................................................................................................ 10 

2.4    LCD Display and Keyboard ......................................................................................................... 10 

2.5    Resource consumption .............................................................................................................. 10 

3.    SOFTWARE DESIGN ......................................................................................................................... 10 

4.    RESULTS .......................................................................................................................................... 11 

5.    TASK DIVISION ................................................................................................................................ 11 

6.    LESSONS LEARNED .......................................................................................................................... 11 

7.    ADVICE FOR FUTURE STUDENTS ...................................................................................................... 11 

8.    ACKNOWLEDGMENTS ..................................................................................................................... 11 

9.    REFERENCES.................................................................................................................................... 11 

ABOUT THE AUTHORS ........................................................................................................................... 11 

APPENDICES 



128-bit AES decryption  Project report CSEE 4840, Spring 2008, Columbia University 

 

  

3 

FPGA-based 128-bit AES decryption 

 

Shrivathsa Bhargav, Larry Chen, Abhinandan Majumdar, Shiva Ramudit 

{sb2784, lc2454, am2993, syr9}@columbia.edu 

ABSTRACT 
The original objective of the AES project was to create an 
AES decryption system for images. The end result has 
exceeded the original objective and the AES group 
designed and implemented an FPGA-based high-speed 
128-bit AES decryption system for с ŦǇǎ άǾƛŘŜƻέ ŎƻƳǇǊƛǎŜŘ 
of sequential images. The images are pre-encrypted, and 
are read as .BMP files from an SD-card.  

 

1.    INTRODUCTION 
The Advanced Encryption Standard (AES, also known as 
Rijndael) [1] is well-known block-cipher algorithm for 

portability and reasonable security. The nature of 
encryption lends itself very well to the hardware 
capabilities of FPGAs. The goal of this project is to create a 
reasonably fast AES decryption implementation. The data 
being fed into the decrypter is a sequence of pre-
encrypted 8-bit grayscale Windows Bitmap images.  
 
This report is structured as follows: First, the hardware 
design is presented which details all the modules 
(decryption, SD-card interface, and the VGA and SRAM 
controller) including timing descriptions where 
appropriate, followed by the software implementation.  

Figure 1 - The block diagram of the entire system. The gray boundary represents the blocks within the FPGA. Arrows show data flow; lines show 
hard connections between modules. 

2.    HARDWARE DESIGN 

2.0   Hardware overview 

There are two main peripherals: the VGA monitor and the 
SD-card reader. These are controlled by the VGA controller 
and the SPI controller, respectively. A VGA controller is 
needed to maintain the frame-buffer, and to provide 

display data as well as HSYNC, VSYNC, and blanking signals 
to the VGA peripheral. An SPI controller is the easiest way 
to interface to an SD-card since the SD-card will not have a 
file-system; rather, it will have the encrypted Bitmap 
image stored as raw data (starting from block 0) in an 8-bit 
grayscale format. 
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The other (minor) peripherals are the keyboard (to allow 
the user to enter a 32 hex-digit decryption key) and the 
16x2 character LCD-display that displays the key as the 
user enters it, and allows the user to check the key before 
encryption begins. The Nios-II processor (hereafter Nios) 
uses the SD-RAM as its operating memory. The entire 
design can be broken up into several modules, listed 
below: 
 

1. AES decrypto. This module takes in 128-bit 
blocks of data, performs AES (AKA Rijndael) 
decryption with a user-entered 128-bit key. The 
results of this process are stored in the SRAM. 

2. SD-card SPI interface. This is needed to read and 
buffer raw and encrypted image data from the 
MMC/SD-card. It uses the SPI protocol, which is 
a serial communication protocol.  

3. VGA and SRAM controller. The decrypted image, 
assumed to be stored in the SRAM at block 0, is 
used as a frame-buffer. The image is then shown 
on the VGA monitor. This block communicates 
with the off-chip SRAM (512k), which is used to 
house the decrypted data, and will act as a 
frame buffer for the VGA controller. 

4. Keyboard and LCD module. The user enters the 
32 hex-digit passphrase with the keyboard, and 
can verify it on the 16x2 character display before 
beginning the decryption process. 

5. Nios. Nios will read the key entered by the user, 
supervise the whole operation (which will be 
sequential, and act as the conduit for data 
traveling between various blocks).  
 

The hardware blocks are described in detail below, while 
the high-level code for keyboard and LCD are described in 
the software section, along with the Nios implementation. 

 

2.1    AES decrypto 

This fancily-named block performs the most important 
operation in the whole project; it accepts 128-bit data 
from Nios, decrypts it and then sends it back to Nios. 128-
bit decryption needs a 128-bit key and 128-bit cipher text 
to decrypt, and results in 128 bits of decrypted data. 
  
It must be noted here that the source data is encrypted 
beforehand (even before it is placed on the SD card) 
through a custom-coded C program that can encrypt and 
ŘŜŎǊȅǇǘ ŀǊōƛǘǊŀǊȅ ǎƛȊŜ ŦƛƭŜǎΦ ¢Ƙƛǎ ǇǊƻƎǊŀƳΩǎ ŎƻŘŜ ƛǎ ƭƛǎǘŜŘ ƛƴ 
Appendix A. 
 
2.1.1   Algorithm 

The AES decryption [1] basically traverses the encryption 
algorithm in the opposite direction. The basic modules 
constituting AES Decryption are explained in excruciating 
detail below: 
  

From the block level diagram, it can be seen that AES 
decrypto initially performs key-expansion on the 128-bit 
key block that creates all intermediate keys (which are 
generated from the original key during encryption for 
every round).  
 
The RTL for key expansion module is below. The generate 
roundkey module performs the algorithm that generates a 
single round key. Its input is multiplexed between the user 
inputted key and the last round's key. The output is stored 
in a register to be used as input during the next iteration 
of the algorithm. The expansion keys module is a RAM 
which stores the original key and the 10 rounds of 
generated keys for use during the decryption algorithm. 
 

 
Figure 2 - AES key expansion 

a) Key Expansion - The algorithm for generating the 10 
rounds of the round key is as follows: The 4th column 
of the i-1 key is rotated such that each element is 
moved up one row.   
 

 
 
It then puts this result through a forwards Sub Box 
algorithm which replaces each 8 bits of the matrix 
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with a corresponding 8-bit value from S-Box. (See 
figure for Inverse Sub Byte below)  
 

 
 
To generate the first column of the ith key, this result 
is XOR-ed with the first column of the i-1th key as well 
as a constant (Row constant or Rcon) which is 
dependent on i.  
 

Rcon= 
 

 
 

 
 
The second column is generated by XOR-ing the 1st 
column of the ith key with the second column of the i-
1th key.  
 

 
 
This continues iteratively for the other two columns 
in order to generate the entire ith key. 
 

 
 
Additionally this entire process continues iteratively 
for generating all 10 keys. As a final note, all of these 
keys are stored statically once they have been 
computed initially as the ith key generated is required 
for the (10-i)th round of decryption. 
 

b) Inverse Add Round Key ς Performs XOR operation 
between the cipher text and intermediate expanded 
key corresponding to that particular iteration. E.g., if 
the diagrams on the left represent the cipher and the 
key values, the final value after it has generated by 
this step is shown on the right. 
 

 

c) Inverse Shift Row ς This step rotates each ith row by i 
elements right wise, as shown in the figure. 
 

 
 

d) Inverse Sub Bytes ς This step replaces each entry in 
the matrix from the corresponding entry in the 
inverse S-Box[2] as shown in figure. 
 

 
 

e) Inverse Mix Column - The Inverse MixColumns[3] 
operation performed by the Rijndael cipher, along 
with the shift-rows step, is the primary source of all 
the 10 rounds of diffusion in Rijndael. Each column is 
treated as a polynomial over Galois Field (28) and is 
then multiplied modulo x4 + 1 with a fixed inverse 
polynomial is cҍ1(x) = 11x3 + 13x2 + 9x + 14. The 
Multiplication is done as shown below. 

 

 
 
As shown in the block level diagram below, the AES 
decrypto initially performs key-expansion on the 128-
bit key block. Then the round key signals the start of 
the actual decryption process once the data process 
is ready. It starts by executing an inverse add round 
key between cipher text with the modified key 
(generated in the last iteration of the encryption 
process) from key expansion. After this step, the AES 
decrypto repeats the inverse shift row, inverse sub, 
inverse add round key, and inverse mix column steps 
nine times. At the last iteration, it does an inverse 
shift row, inverse sub bytes and inverse add round 
key to generate the original data. 

CA 6D 74 88 CA 6D 74 88

BD 57 73 59 59 BD 57 73

EA E8 74 2B 74 2B EA E8

2E 78 FB 0E 78 FB 0E 2E

->



128-bit AES decryption  Project report CSEE 4840, Spring 2008, Columbia University 

 

  

6 

 
Figure 3 - AES 128-bit Decryption Algorithm 

2.1.2   Optimized Hardware Design 

Considering that the SD-card is the main source of latency 
in reading the block, the design was optimized at four 
levels. 
 
a) Elimination of inverse shift row by swapping the 

respective lines before sending it to inverse sub bytes. 
b) Optimization of inverse mix columns to remove 

multiplication operations by turning them into shift 
operation / comparison operations 

c) Elimination of duplicate modules to save FPGA 
resources. 

d) Sharing of 32-bit input line both for accepting key and 
cipher text. 
 

Since Nios has a 32-bit MM Master Port (and therefore can 
transmit up to 32 bits of data at a time), we buffered the 
32-bit data into the 128-bit bus one by one, before we 
actually proceed with decryption. The 32-bit data line is 
used as a common bus to accept both the key and the 
cipher text. Initially, the key used for encryption is being 
sent to the key expansion module to generate and store all 
intermediate key-values required for corresponding 
iteration into the key-table. Then, the same 32-bit bus as 
used to send the input cipher text, and uses the 
intermediate keys stored in key table to perform its 
decryption. The eoc (end of computation) signal both from 
key expansion and AES Decrypto is multiplexed into the 

final eoc indicating which corresponding unit (key 
expansion or AES Decrypto) is done with its computation. 
 

 
Figure 4 - AES 128-bit Decrypto Datapath 

There are various dependencies within this process: each 
iteration is dependent upon ǘƘŜ ǇǊŜǾƛƻǳǎ ƛǘŜǊŀǘƛƻƴΩǎ ǊŜǎǳƭǘǎΤ 
within a single iteration, the input values for a particular 
module depends upon the previous module; the data 
being accessed is dependent on the 32-bit chunk from SD 
Card. Because of these dependencies, pipelining either at 
the inter-loop or intra-loop level is not advantageous. 
After buffering all the data, the plain text is generated 
after 10 rounds of decryption, where it is sent to Nios 
through the Avalon bus in 32-bit chunks.  
 
2.1.3   Timing 

Since we are using the Avalon bus to transfer 32-bit data 
at a time, itΩƭƭ take four clock cycles to buffer the input 
data. Once all 128-bits are buffered, the controller (not 
shown in the data-path) asserts the start signal instructing 
the decrypto unit to start the computation. 
 
After start is asserted, it takes 1 clock cycle for initial 
processing (inv add round key) and 9 clock cycles for 
further iterations. After 9+1 = 10 clock cycles, it stores the 
plain 128-ōƛǘ ǘŜȄǘ ƛƴǘƻ ǘƘŜ ƻǳǘǇǳǘ ōǳŦŦŜǊ ŀƴŘ ǎŜǘǎ ǘƘŜ ΨŜƻŎΩ 
(end of computation) signal after 1 clock cycle instructing 
Nios to accept the data in 32-bit chunks. 
 
These timings are illustrated in figures 5 and 6. 
 


